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Guidance on the Use of CCTV - For Data Controllers
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Introduction

This guidance is intended to assist owners and occupiers of premises, in particular
those that are workplaces or are otherwise accessible to the public, to understand their
responsibilities and obligations regarding data protection when using CCTV.

Any person or organisation that collects and processes the personal data of individuals
is considered a ‘data controller’.! For this reason, any usage of a CCTV system must be
considered in light of the obligations imposed by data protection legislation on data
controllers, and implemented in accordance with the principles of data protection.

' See Article 4(7) GDPR
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The use of CCTV systems has expanded significantly in recent years, due to the
increased sophistication of the technology and its affordability. CCTV systems have
legitimate uses in securing premises, supporting workplace safety management, and
aiding in the prevention and detection of crime. However, unless CCTV is used
proportionately, it can give rise to legitimate concerns of unreasonable and unlawful
intrusion into the data protection and privacy rights of individuals and that excessive
monitoring or surveillance may be taking place.

Data controllers should be aware that footage or images containing identifiable
individuals captured by CCTV systems are personal data for the purposes of data
protection law. Where processes are used to obscure or de-identify individuals from
CCTV footage, the footage or images are still considered personal data if it is possible to
re-identify the individuals. Further, if footage or images are initially captured in an
identifiable form and then irreversibly de-identified, data protection law will still cover
the processing up to the point of anonymisation.

Before installing a CCTV system, potential data controllers should consider the following
questions. These issues, and others, are expanded upon in more detail in these
guidelines.

CCTV Checklist

v" Purpose: Do you have a clearly defined purpose for installing CCTV? What are
you trying to observe taking place? Is the CCTV system to be used for security
purposes only? If not, can you justify the other purposes? Will the use of the
personal data collected by the CCTV be limited to that original purpose?

v" Lawfulness: What is the legal basis for your use of CCTV? Is the legal basis you
are relying on the most appropriate one?

v Necessity: Can you demonstrate that CCTV is necessary to achieve your goal?
Have you considered other solutions that do not collect individuals’ personal
data by recording individuals’ movements and actions on a continuous basis?

v Proportionality: If your CCTV system is to be used for purposes other than
security, are you able to demonstrate that those other uses are proportionate?
For example, staff monitoring in the workplace is highly intrusive and would
need to be justified by reference to special circumstances. Monitoring for health
and safety reasons would require evidence that the installation of a CCTV system
was proportionate in light of health and safety issues that had arisen prior to the
installation of the CCTV system. Will your CCTV recording be measured and
reasonable in its impact on the people you record? Will you be recording
customers, staff members, the public? Can you justify your use of CCTV in
comparison to the effect it will have on other people? Are you able to
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demonstrate that the serious step involved in installing a CCTV system that
collects personal data on a continuous basis is justified? You may need to carry
out a Data Protection Impact Assessment to adequately make these assessments.

v Security: What measures will you put in place to ensure that CCTV recordings
are safe and secure, both technically and organisationally? Who will have access
to CCTV recordings in your organisation and how will this be managed and
recorded?

v" Retention: How long will you retain recordings for, taking into account that they
should be kept for no longer than is necessary for your original purpose?

v" Transparency: How will you inform people that you are recording their images
and provide them with other information required under transparency
obligations? Have you considered how they can contact you for more
information, or to request a copy of a recording?

Recommended Data Protection Policy

Best practice is to set out your position on the issues surrounding the use of CCTV in the
form of a CCTV Data Protection Policy. The implementation of appropriate policies can
be a key measure, where necessary proportionate in relation the data processing
activity taking place.” A good policy will set out the reasons why you have decided to
implement the use of CCTV and how you will manage it. The scale of the CCTV system
and its impact on individuals whose images may be captured will help determine the
level of detail that should be included in the CCTV policy and the manner in which the
policy may be brought to the attention/made available to individuals.

Any CCTV policy that relates to a place of work should be brought to the attention of
employees so that they are fully informed about the processing of their personal data
by this means. A policy can be published on an official website to inform members of
the public who may attend the premises and answer their questions about how you use
CCTV. It will also assist the Data Protection Commission (DPC) in understanding how you
have applied the principles relating to processing of personal data to your use of CCTV
in the event of an investigation or audit.

Any policies should also be reviewed on a regular basis to ensure that they are being
applied as intended and are adapted in light of any relevant changes in circumstances.
The situation that originally necessitated the installation of CCTV may have changed,
requiring a reassessment of the necessity and extent of its ongoing use.

2 See Article 24(2) GDPR
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Purpose of Utilising CCTV

The principles of data protection require that personal data shall be “collected for
specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with those purposes”.® Personal data should not be collected on a ‘just-in-
case’ basis, but only where there is a clearly identified purpose. This clarity of purpose
ensures that data controllers, and their employees, understand why personal data are
being collected and processed. It can also serve to address the concerns of individuals
when they understand the purpose for which their personal data are being processed.

The first step to implementing the use of CCTV is to identify clearly the purpose or
purposes for doing so. The purposes for installing CCTV can be varied, such as ensuring
the security of premises, aiding in the prevention and detection of theft and other
crimes, and supporting the maintenance of health and safety standards in the
workplace. It will often be the case that more than one purpose applies to a situation,
but it is important that these be identified at the outset.

Lawfulness of Processing

As with any processing of personal data, the recording of identifiable images of persons
must have a legal basis under the data protection legislative frameworks. Having
identified a purpose, or purposes, for installing CCTV, the owner/occupier of a premises
which installs a CCTV system must also identify an appropriate legal basis for the
processing of personal data that will take place.

The consent of an individual to the processing of his or her personal data can provide a
legal basis to process data;* however, this is unlikely to apply to most uses of CCTV as it
will be very difficult to obtain the freely given consent of everyone likely to be recorded.

For public authorities, the use of CCTV may have a legal basis where it is necessary to
carry out a task in the public interest, or in the exercise of official authority.” Law
enforcement agencies may have a legal basis to use CCTV for the prevention,
investigation, detection or prosecution of criminal offences under the Law Enforcement
Directive® This type of usage is addressed in more detail in the guidance on the DPC

website on processing for law enforcement purposes.

3 See Article 5(1)(b) GDPR

4 See Article 6(1)(a) GDPR

> See Article 6(1)(e) GDPR

¢ See Directive (EU) 2016/680, the ‘Law Enforcement Directive’ or ‘LED’, as transposed into Irish
law by the Data Protection Act 2018, in particular Part 5 of that Act


https://www.dataprotection.ie/en/organisations/law-enforcement-directive
https://www.dataprotection.ie/en/organisations/law-enforcement-directive
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Often, CCTV processing may be carried out by the owners and occupiers of premises in
pursuit of their legitimate interests in protecting their property and goods and
maintaining the safety of persons using their buildings and environs. Such legitimate
interests (either of the data controller itself or of a third party) may provide a legal basis
for the processing of personal data, provided that the interests of the data controller or
third party are balanced with and not overridden by those of the individuals whose
personal data are being processed.” When relying on legitimate interests as a legal basis
to utilise CCTV, the data controller should be able to demonstrate that it is genuinely in
their interests to do so, that it is necessary to achieve their identified purpose(s), and
that it does not have a disproportionate impact on the individuals whose personal data
will be processed. These concepts are expanded upon in the next section.

Necessity and Proportionality

A data controller must be able to justify the use of a CCTV system as both necessary to
achieve their given purposes and proportionate in its impact upon those who will be
recorded. Necessary processing using a CCTV system means more than the CCTV
system being merely helpful to achieve a purpose. The data controller must be able to
demonstrate why the use of a CCTV system is necessary for the purpose concerned. An
assessment of the situation leading to the decision to install CCTV and of the practical
implications of its use will assist in determining whether it is justified.

Assessing the necessity of CCTV should take into account the principle of ‘data
minimisation’, which requires that the least amount of personal data should be
processed to achieve a purpose, and that if possible the processing of personal data
should be avoided. If other actions such as supervision or the deployment of security
staff, which do not involve the processing of personal data, have proven ineffective, this
may indicate that the installation of CCTV is a proportionate response.

Proportionality means that any processing of personal data must be measured and
reasonable in terms of its objectives. The assessment of the proportionality of the use
of CCTV should take into account factors such as the size of the area to be covered and,
consequently, the number of cameras that will be employed. Bearing in mind the highly
intrusive nature of CCTV cameras, and that staff monitoring using a CCTV system should
only occur in special circumstances, employers should consider the number of
employees who may be affected by the deployment of CCTV cameras for other
purposes in the workplace environment and the extent to which they will be monitored
during the course of their work. The extent to which public areas may be under

7 See Article 6(1)(f) GDPR
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surveillance and monitoring of the public will take place should be assessed, including
whether young or vulnerable people may be affected. In all cases the impact of CCTV
recording on the expectation of privacy that people may have when they are on the
premises needs to be taken into account.

Dependent upon these factors, the assessment can be scaled appropriately; to
adequately assess the use of a large-scale CCTV system will likely require a data
protection impact assessment (DPIA), particularly if the system provides, “systematic
monitoring of a publicly accessible area on a large scale”.® Carrying out a successful DPIA
involves engaging with stakeholders. In the employment context, this could include
trade union or safety representatives. In a publicly accessible area that may be used by
children, it may be of benefit to canvass the opinion of parents before implementing a
CCTV programme. The extent to which children or young people are present at a
premises such as a school or youth club, should also have a bearing on any
consideration of the use of CCTV. Further guidance on conducting data protection
impact assessments can be found on the DPC's website.

The assessment process also provides an opportunity to consider mitigating factors
than can reduce the impact of processing on the individuals concerned. For example, if
cameras are only switched on to protect a premises outside of business hours, this will
reduce the scale of data processing taking place. Avoiding the placement of cameras in
areas where people have greater expectations of privacy, such as restrooms, will further
reduce the intrusive impact of the system.

If an organisation has appointed a Data Protection Officer (DPO), they should be
consulted in relation to the carrying out of any data protection impact assessments.

Necessity and Proportionality Assessment - Examples

These example scenarios are intended to indicate the level of assessment that would be
appropriate when considering the implementation of CCTV in different situations. In all
cases, it is the responsibility of the CCTV user to justify its implementation on the basis
of necessity and proportionality. The assessment of whether the implementation of a
CCTV system is justified, should be undertaken in a balanced manner, giving full
consideration to all alternative options that would assist in achieving the same purpose.

Example 1: The owner of a convenience shop intends to install a CCTV system to aid in the
prevention and detection of thefts and to protect the security of the premises at night. The
shop, along with others in the area, has been subject to robberies and shoplifting in the recent
past. The shopkeeper identifies the prevention and detection of crime, and the safety of staff
members as the purposes for installing CCTV.

8 See Article 35(3)(c) GDPR


https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
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The necessity of using CCTV is justified by the shopkeeper based on the ongoing threat of
crime and the lack of viable alternative solutions.

The shopkeeper decides that internal cameras will cover the publicly accessible area of the
shop where shoplifting has taken place in the past, and the till area where staff are at risk of
robbery. An external camera will be focussed on the door of the premises. When deciding on
the positioning of the cameras, the shopkeeper avoids recording in areas that employees may
use for their breaks, and ensures that the external camera is focused on the entrance to the
shop and is aimed away from the public street.

Given the limited processing that occurs it is likely that this processing does not present a high
risk to individuals’ rights and freedoms. As a result, this type of installation will not require an
in-depth analysis of its data protection impact. The purpose for the system and the
shopkeeper's legitimate interest in protecting the property are clear. The shopkeeper should
take into account other measures, such as the employment of additional staff or security
personnel, in their assessment process.

Should the shopkeeper proceed with a CCTV system, the reasons and decision for the
installation of the system, including details of the data collected, how it is secured, for how
long it is retained and for what purposes it is used should however be recorded. It will also be
necessary to provide transparent information to affected individuals.

Example 2: The owner of a large warehouse facility intends to install a CCTV system following
a series of break-ins, out of hours and at weekends. There have also been a number of
manual handling accidents onsite, where the circumstances have not been fully established.

The identified purposes for using CCTV are to aid in the prevention of break-ins, and in
improving the health and safety of staff members. The owner justifies the necessity of the use
of CCTV based on the need to monitor the security of the facility out of hours and to assist in
the management of health and safety.

Even though the facility is large and requires the use of several external cameras to provide
coverage, it is not accessible to the public at any time. For this reason, the owner determines
that there is no large scale monitoring of a public space taking place. The owner further
determines that internal cameras are required only in the areas of the facility where goods are
stored, and where accidents are likely to occur, to monitor health and safety. Cameras will not
be placed in the office area, staff recreational areas, or bathrooms.

In this case, the assessment of the impact of the CCTV system will be relatively straightforward
due to the lack of a public presence onsite, and the focus of the internal cameras on relevant
work areas. The owner of the property will need to address the legitimate privacy expectations
of employees by means of assessment, and ensure that adequate information is provided to
them about the processing of their data, ideally by means of a data protection policy.

The property owner should also consider alternative measures, or a combination of
alternative measures, to CCTV that would assist in achieving the same purposes. For example,
improving perimeter fencing and the installation of alarm systems would aid in securing the
facility out of hours. With regard to health and safety, monitoring via CCTV should not be
considered an alternative to employee training and the provision of personal protective
equipment.
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As above, it will be necessary for the warehouse owner to document their decision-making
process leading to the justification of implementing CCTV, and to provide transparent
information to affected persons.

Example 3: The Facilities Manager of a university intends to install a campus-wide CCTV
system, including cameras in all buildings and external cameras covering the grounds to assist
with security and safety. The buildings on the campus include academic facilities,
administrative centres, student residences, and sports and social amenities. The grounds of
the campus are open to the public and local residents, including children, make frequent use
of them for recreational purposes. The campus is accessed on a daily basis by thousands of
students, employees, contractors and visiting members of the public.

In this case, the scale of the system across diverse locations, as well as the large number of
affected individuals across a broad spectrum of categories, indicate that there may be high
risks with the intended processing and an in-depth assessment of the potential impact of the
processing of personal data will be necessary. A CCTV system of this scale would likely qualify
as “systematic monitoring of a publicly accessible area on a large scale”, and would require a full
Data Protection Impact Assessment (DPIA). The DPIA process will test the necessity of placing
cameras in buildings and external areas. As an employer, the university must also consider the
impact of CCTV upon the legitimate expectations of privacy of employees and avoid excessive
monitoring in work locations.

As part of a comprehensive stakeholder engagement in the course of conducting a DPIA, the
university should take on board the views of employees, the student body, and neighbouring
families who may use the campus for recreational purposes. This is part of ensuring that due
consideration is given to the privacy rights of each of these groups.

In a large scale project like this example, the DPIA process may indicate that CCTV is not a
justifiable measure in every suggested use case due to the suitability of alternative measures
or the disproportionate impact it will have on affected individuals. The conduct of a DPIA is an
ongoing process. Any decision to implement a measure such as CCTV should be reviewed
after installation to ensure that it is being used as intended and that its use continues to be
justifiable.

The transparency requirements in this case will reflect the scale of the usage of CCTV. It will be
for the university to determine how best to provide information on processing to the diverse
categories of data subjects. The university's Data Protection Officer (DPO) should be consulted
at all stages of the process.
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Transparency and Accountability

The principle of transparency means that individuals have a right to be informed about
the processing of their personal data.? Notification of CCTV usage can usually be
achieved by placing easily-read and well-lit signs in prominent positions. A sign at all
entrances will normally suffice indicating the purpose of the CCTV system and the
identity and contact details of the data controller. A person whose images are recorded
by a CCTV system must be provided with, either directly or in a way the individual can
easily access, at least the following information:

= The identity and contact details of the data controller

» The contact details for the data protection officer, if one has been appointed

* The purposes for which data are processed

* The purpose and legal basis for the processing

= Any third parties to whom data may be disclosed

» The security arrangements for the CCTV footage

» The retention period for CCTV footage

» The existence of data subject rights and the right to lodge a complaint with the
DPC

It is the responsibility of each data controller to determine the most appropriate way to
transmit the required information, taking into account the audience which is intended
to receive it. The European Data Protection Board, (EDPB), has adopted ‘Guidelines on
Transparency under the GDPR/, advising on the transmission of information to

individuals to meet the transparency requirements of the GDPR.

In terms of the principle of accountability, the GDPR requires data controllers to be
responsible for compliance with the principles relating to the processing of personal
data, but also be able to demonstrate that they are compliant. Most data controllers,
particularly larger organisations, are required to maintain a record of all of their data
processing activities and this record should include any use of CCTV systems and any
data protection risks involved. It is important that where an assessment of the
installation of CCTV has been carried out, that this is included in data controller’s record
keeping. This should be done in a manner that clearly sets out the necessity,
proportionality, reasoning and the assessment criteria and process justifying the
decision.

9 See Articles 5, 12, 13, and 14 GDPR in particular regarding transparency obligations

10
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Security of Personal Data

When the owner/occupier of a premises installs a CCTV system, having justified it as a
necessary and proportionate measure, they will be a data controller for the purposes of
data protection law. Due consideration must be given by data controllers to the safe
storage of personal data and the implementation of appropriate security measures.

Data controllers are obliged to implement technical and organisational measures to
ensure that personal data are kept secure from any unauthorised or unlawful
processing and accidental loss, destruction or damage. For CCTV systems, this can
include restricting access to footage and the use of encryption and password protection
for devices storing CCTV footage. Generic or shared passwords should be avoided in
order to reduce the risk of inappropriate use of the system occurring and going
undetected. The storage medium should be maintained in a secure environment and
the use and regular review of an access log can provide assurance that only authorised
personnel have access to and may view the footage.

Some CCTV systems allow footage to be accessed remotely, via mobile phone for
example. Remote access to CCTV cameras, by whatever means, is becoming more
frequent with advances in technology. Such technology is helpful in terms of providing
security monitoring of an empty building at night time or at weekends. However,
controllers utilising remote access must consider any additional risk of unauthorised
disclosure which may arise from such functionality, and further potential concerns from
a data protection perspective arise where the remote access takes place in relation to
areas such as manned workplaces and where workers perceive that their work
performance is being monitored on a live basis. Employers may be tempted to use such
technologies as a substitute for on-the-ground supervision by supervisory or
managerial staff; this type of monitoring or surveillance is unlikely to justifiable.

The implementation of both technical and organisational security measures should be
accompanied by robust policies and protocols to ensure their ongoing effectiveness.
Access controls should be frequently reviewed and tested, and security measures
should be enhanced or upgraded where necessary.

Data Protection By Design and By Default

Data controllers are obliged to adhere to the principles of data protection by design and
by default. Data protection by design requires that appropriate measures to implement
data protection principles are integrated at the planning stage of any data processing
operation, and maintained at all stages. This means that where the implementation of

1"
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CCTV is being considered, data protection concerns are addressed at the earliest stage
of the project.

Data protection by default requires that technical and organisational measures be put
in place to ensure that only personal data which are necessary for a specific purpose
are processed. In the rollout of a CCTV system, this will have a bearing, for example, on
the placement of cameras, the focus of the cameras, the capability of the cameras, the
functionality of the cameras (have they pan, tilt or zoom functionality?) and privacy
masking features as well as the determination of an appropriate retention period. Users
of CCTV systems should be aware that the use of particular features, such as zoom
capability, can increase the potential intrusion on individuals’ privacy.

Data Processors

CCTV systems are often managed and maintained by third party contractors on behalf
of the owners of premises. Security companies that place and operate cameras on
behalf of clients may be considered "data processors", where they process personal
data under the instruction of data controllers (their clients), subject to contract.

Data protection law places a number of obligations on data processors. These include
having appropriate security measures in place to prevent unauthorised access to, or
unauthorised alteration, disclosure or destruction of, the data, in particular where the
processing involves the transmission of data over a network, and against all unlawful
forms of processing. This obligation can be met by measures such as having
appropriate access controls to image storage or having robust encryption where remote
access to live recording is permitted. Staff of the security company must be made aware
of their obligations relating to the security of data.

Clients of the security company should have a contract in place, which details what the
security company may do with the data, what security standards should be in place, and
for how long the data should be retained. Please note the guidance on data processing
contracts available on the DPC website.

Retention of Personal Data

Data protection law requires that personal data should be retained for no longer than is
necessary to achieve the identified purpose for which it is processed. The law does not
define specific retention periods. A data controller needs to be able to justify a defined
retention period, and data may not be kept on a ‘just-in-case’ basis. A data controller
may wish to consider any previous incidents or situations giving rise to the necessity for

12
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access to CCTV footage to achieve a purpose that may have a bearing on the
appropriate retention period.

As an example, Section 8 of the Civil Liability and Courts Act 2004 requires that where a
letter of claim in a personal injuries action is served one month after the accident, the
court shall draw such inferences as appear proper. A 30-day retention period may thus
be deemed reasonable, proportionate and balanced for CCTV footage for the purpose
of defending a potential personal injury action. For a normal security system, it would
be difficult to justify retention beyond one month, except where the images identify an
issue - such as a break-in or theft - and is retained specifically in the context of the
investigation of that issue.

The retention period should be the shortest period necessary to achieve the purpose
for which the system was installed and should allow the controller enough time to
review any footage as necessary before deleting the data. Where a CCTV recording
system or device has a default retention period , this should be reviewed by the data
controller, and compared to their own assessment of what is a necessary retention
period to avoid the retention of data for longer than is necessary.

Where footage has been identified that relates to a specific incident a longer period may
be justifiable for the particular section of footage concerned, such as in the investigation
of a workplace accident or where footage may be used as evidence in criminal
proceedings. This footage should be isolated from the general recordings and kept
securely for the purposes that has arisen.

CCTV in the Workplace

While employers may have legitimate reasons in very exceptional and special
circumstances only for installing CCTV, employees also have legitimate expectations
that their privacy will not be intruded upon disproportionately. Where possible,
cameras should be focused upon areas of particular risk, i.e. at cash points or areas
where human observation is difficult. CCTV recording should be avoided in areas where
employees have an increased expectation of privacy such as break rooms, changing
rooms and toilets. The threshold to justify the use of CCTV in such locations is at the
highest level and generally very difficult to meet.

Employees should be given a clear notification that CCTV monitoring is taking place and
informed as to where and why it is being carried out. If the use of CCTV has been
justified for a specific purpose such as security or health and safety, it should not be
used for a further purpose such as monitoring staff attendance or performance.

13
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The use of CCTV in the workplace can be contentious and it is not generally considered
to be an appropriate tool to monitor staff attendance or performance. However,
situations can arise where an employer needs to use CCTV footage for a purpose other
than one identified at the outset such as to investigate an allegation of gross
misconduct or other disciplinary matter. This may be legitimate where it is carried out
strictly on a case-by-case basis, and is justified based on necessity and proportionality to
achieve the given purpose. The employer must be able to demonstrate why the use of
CCTV is necessary to provide evidence in a disciplinary matter, and that their access of
CCTV footage is proportionate and limited in scope to the investigation of a particular
matter. In such cases, the rights of the employee and their expectation of privacy will
not be seen as overriding the interests of the employer, and the employee’s data
protection rights should not be seen as presenting a barrier to the investigation of
serious incidents.

The case study set out below, ‘Case Study 2 of the Data Protection Commission’s Annual
Report 21 May - 31 December 2018’, provides an example of processing of this kind by
an employer.

Case Study

Provision of CCTV footage by a bar to an employer (Applicable law — Data Protection
Acts 1988 and 2003 (the Acts))

We received a complaint against a city-centre bar, alleging that it had disclosed the
complainant's personal data, contained in CCTV footage, to his employer without his
knowledge or consent and that it did not have proper CCTV signage notifying the public
that CCTV recording was taking place.

During our investigation, we established that a workplace social event had been hosted
by an employer organisation in the bar on the night in question. The complainant was an
employee of that organisation and had attended the workplace social event in the bar. An
incident involving the complainant and another employee had taken place in the context
of that workplace social event and there was an allegation of a serious assault having
occurred. An Garda Siochana had been called to the premises on the night in question
and the incident had been reported for a second time by the then manager and
headwaiter to the local Garda station the following day. We established that the employer
organisation had become aware of the incident and had contacted the bar to verify the
reports it had received. Ultimately the bar manager had allowed an HR officer from the
employer organisation to view the CCTV footage on the premises. The HR officer, upon
viewing the CCTV footage, considered it a serious incident and requested a copy of the
footage so that the employer organisation could address the issue with the complainant.
The bar manager allowed the HR officer to take a copy of the footage on their mobile
phone as the footage download facility was not working.

14



Version Last Updated: October 2019

The DPC considered whether there was a legal basis, under the grounds of the ‘legitimate
interests’ of the data controller or a third party under Section 2A(1)(d) of the Acts, for the
bar to process the complainant’s personal data by providing the CCTV footage to the
employer organisation. This provision allows for the processing that is ‘necessary for the
purposes of the legitimate interests pursued by the data controller or by a third party or
parties to whom the data are disclosed except where the processing is unwarranted in
any particular case by reason of prejudice to the fundamental rights and freedoms or
legitimate interests of the data subject'.

In its analysis of this case, the DPC had regard to the judgment of the CJEU in the Riga
regional security police case in which the CJEU had considered the application of Article
7(f) of the Data Protection Directive (95/46/EC) on which Section 2A(1)(d) of the Acts is
based, and identified three conditions that the processing must meet in order to justify
the processing as follows:

a) There must be the existence of a legitimate interest justifying the processing;

b) The processing of the personal data must be necessary for the realisation of the
legitimate interest; and

c) Thatinterest must prevail over the rights and interests of the data subject.

The DPC established during its investigation that, arising from the incident in question,
there was an allegation of a serious assault committed by the complainant against a
colleague and the bar had provided a copy of the CCTV footage to the complainant's
employer so that the employer could properly investigate that incident and the
allegations made. The DPC took into account that as the incident had occurred during the
employer organisation’s workplace social event, the employer might have been liable for
any injuries to any employee that could have occurred during the incident. Accordingly,
the CCTV was processed in furtherance of the employer organisation’s obligation to
protect the health and safety of its employees. As the CJEU has previously held that the
protection of health is a legitimate interest, the DPC was satisfied that there was a
legitimate interest justifying the processing. The DPC also considered that the disclosure
of the CCTV in this instance was necessary for the legitimate interests pursued by the
employer organisation so that it could investigate and validate allegations of wrongdoing
against the complainant. The DPC considered, in line with the comments of Advocate
General Bobek in the Riga regional security police case, that it was important that data
protection is not utilised in an obstructive fashion where a limited amount of personal
data is concerned. In these circumstances the DPC considered that it would have been
unreasonable to expect the bar to refuse a request by the employer organisation to view
and take a copy of the CCTV footage, against a backdrop of allegations of a serious assault
on its premises, especially where the personal data had been limited to the incident in
qguestion and had not otherwise been disclosed. On the question of balancing the interest
of the employer organisation against the complainant’s rights and interests, the DPC had
primary regard to the context of the processing, where the bar had received a request for
the viewing and provision of a serious incident on its premises, which it had deemed
grave enough to report to An Garda Siochana. A refusal of the request might have
impeded the full investigation of an alleged serious assault, and the employer
organisation’s ability to protect the health and welfare of its employees. Accordingly the
DPC considered that it was reasonable, justifiable and necessary for the bar to process
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the CCTV footage by providing it to the employer organisation, and that the legitimate
interest of the employer organisation took precedence over the rights and freedoms of
the complainant, particularly given that the processing did not involve sensitive personal
data and there had not been excessive processing.

On the facts, the DPC was also satisfied that the bar currently had adequate signage
alerting patrons to the use of CCTV for the purpose of protecting staff and customers and
preventing crime, and that in the absence of any evidence to the contrary offered by the
complainant, the complainant had been on notice of the use of CCTV at the time in
question.

In many of the complaints that the DPC handles, data subjects hold the mistaken belief
that because they have not consented to the processing of their personal data, it is de
facto unlawful. However, there are a number of legal bases other than consent that justify
processing depending on the particular circumstances. With regard to the legitimate
interests justification, the DPC will rigorously interrogate whether the circumstances of
the processing satisfy the elements that the CJEU has indicated must be present for
controllers to rely on this legal basis. Equally, however, the DPC emphasises that where
the circumstances genuinely meet the threshold required for this justification, as per the
sentiment of Advocate General Bobek of the CJEU, protection of personal data should not
disintegrate into obstruction of genuine legitimate interests by personal data.

Disclosure of CCTV to Third Parties

On occasion, a data controller may be asked to disclose CCTV recordings to third parties
for a purpose other than that for which they were originally obtained. This may arise,
for example, where a request is received from An Garda Siochana or another law
enforcement body to provide footage to assist in the investigation of a criminal offence.
In these circumstances, it is recommended that requests for copies of CCTV footage
should only be acceded to where a formal written request is provided to the controller
stating that An Garda Siochana (or other law enforcement body) is investigating a
criminal matter. For practical purposes, and to expedite a request speedily in urgent
situations, a verbal request may be sufficient to allow for the release of the footage
sought. However, any such verbal request should be followed up with a formal written
request. For accountability purposes a record of all Garda Siochana requests should be
maintained by data controllers and processors detailing any provision of footage

As noted in the case study in the previous section, a data controller may be requested
to provide CCTV footage to a third party to investigate an incident. In such cases, the
same assessment procedure as applied for the original purpose should be applied to
the new purpose to determine if it can be justified in the pursuit of a genuinely
legitimate interest of the data controller or another party. Such eventualities will need
to be assessed on a case-by-case basis to ensure that the principles of data protection
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are adhered to, and the rights of individuals are not prejudiced. It should be noted that
the legitimate interests of a third party do not oblige a data controller to disclose CCTV
footage, but may permit such disclosure subject to assessment.

Providing Access to CCTV to Data Subjects

Data protection law provides for a right of access to their personal data by individuals.
This applies to any individual whose identifiable image has been recorded by a CCTV
system. When a data controller receives a request from an individual to access CCTV
data, they must normally respond within one month.

To facilitate the processing of the request, the controller may ask the individual to give a
reasonable indication of the date and time of the footage they are looking for. If the
recording has already been deleted on the date on which the request is received, the
defined retention period having expired, the individual should be informed that the
footage no longer exists. If an access request has been received, the footage should not
be deleted until the request has been fulfilled.

Responding to an access request usually involves providing a copy of the footage in
video format, as well as providing detailed information on the legal basis and purpose
for the filming, and any disclosures that may have been made. Where the footage is
technically incapable of being copied to another device, or in other exceptional
circumstances, it may be acceptable to provide picture stills as an alternative to video
footage. Where picture stills are supplied, it would be necessary to supply sufficient
stills for the duration of the recording in which the requester's image appears in order
to comply with the obligation to supply a copy of all personal data held.

Where images of parties other than the requesting data subject appear on the CCTV
footage the data controller needs to consider, on a case-by-case basis, whether the
release of the unedited footage ‘adversely affects’ the rights or freedoms of the third
parties, such as their data protection rights, trade secrets, or intellectual property rights
such as copyright. The controller needs to conduct a balancing test between the right of
the data subject (requester) to access his or her personal data as against the identified
risk to the third party that may be brought about by the disclosure of the footage. The
GDPR notes that these considerations should not result simply in a refusal to provide all
relevant information to the data subject. Where necessary, measures may include
pixelating or otherwise de-identifing the images of other identifiable parties before
supplying a copy of the footage from the footage to the requester. Alternatively, the
data controller may seek the consent of those other parties whose images appear in the
footage to release an unedited copy containing their images to the requester.
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Data controllers of CCTV systems should have a procedure in place to respond without
undue delay to any requests for access to data. This could include identifying a third
party processor to edit footage to retrieve images of the requester and to redact the
images of any other persons as necessary. Information can be provided through a
public website to facilitate members of the public in making access requests and
identifying the location, time and data of any footage they wish to access.

Covert Surveillance

The use of recording mechanisms to obtain data without an individual's knowledge is
generally unlawful. Covert surveillance is normally only permitted on an exceptional
case-by-case basis where the data are kept for the purposes of preventing, detecting or
investigating offences, or apprehending or prosecuting offenders. This provision
automatically implies that a written specific policy be put in place detailing the purpose,
justification, procedure, measures and safeguards that will be implemented with the
final objective being, an actual involvement of An Garda Siochana or other prosecution
authorities for potential criminal investigation or civil legal proceedings being issued,
arising as a consequence of an alleged committal of a criminal offence(s).

Covert surveillance must be focused and of short duration. A DPIA should be carried out
prior to the installation of any covert systems, to clearly assess whether the measure
can be justified on the basis of necessity and proportionality to achieve the intended
purpose. Only specific (and relevant) individuals/locations should be recorded. If no
evidence is obtained within a reasonable period, the surveillance should cease. If the
surveillance is intended to prevent crime, overt cameras may be considered to be a
more appropriate measure, and less invasive of individual privacy.

Further, where a data processor is involved in the covert surveillance, controllers must
remember that a data processor contract will be required.

Facial Recognition and Biometric Data

Specific technical features of certain CCTV systems, such as the use of facial recognition
software, may be a factor in determining the basis on which the data can be lawfully
processed. Facial recognition processing involves a matching step where previously
seen faces are registered and recorded on the system so that when and if they appear
again they are matched and can uniquely identify the individual in question. Facial
recognition processing is considered biometric processing and accordingly the data
processed is categorised as “special category” of personal data subject to the
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requirements of the GDPR, which, sets out further conditions to provide for the lawful

processing of the data."®

Any processing of biometric data should be considered as separate to the regular usage
of the CCTV system and a data controller engaging in such processing must take all
steps to ensure that it is compliant with the data protection legislative frameworks.

10 See Article 9 GDPR
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